
#CiscoLive



#CiscoLive

Janet Wourms, Exam Program Manager
Ivan Caduff, Technical Solutions Architect 
BRKCRT-2008

What You Need to Know

Earning Your CCNP 
Enterprise Certification



Agenda

#CiscoLive © 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• Value of the Cisco Certification brand

• Requirements to earn your CCNP

• Preparing for the Enterprise exams

• Enterprise Core Blueprint and 

• Sample exam questions

• Tools and resources

• Q&A
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Cisco Webex App 

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 17, 2022.

1
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4
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKCRT-2008
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“CCNP Required”
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CCNP = Core + 1 concentration (in any order)

CCIE: Expert Level

Enterprise 
Core Exam
350-401

C

Implementing  
Wireless Networks 

Designing Cisco 
Wireless Networks 

Designing
Cisco Enterprise 

Networks

Advanced Routing 
and Services

Implementing 
Cisco SD-WAN 

Solutions
Automating and 

Programming Cisco 
Enterprise Solutions 

C C C C

L L

CCIE Enterprise 
Wireless Lab Exam 

CCIE Enterprise 
Infrastructure Lab Exam 

C

CCNP: Professional Level
Concentration exam options

Lab options

Required 
for all
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Don’t be scared… Be prepared!!
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Exam Blueprint 
https://learningnetwork.cisco.com
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Deciphering the Blueprint: 
Implementing Cisco Enterprise Network Core Technologies (350-401)

Domain 
Weight

Domain

Task

Subtask

Task

Task

15% 1.0   Architecture

1.1   Explain the different design principles used in an enterprise network

1.1a   Enterprise network design such as 2 Tier, 3 Tier, and Fabric Capacity planning

1.1b   High availability techniques such as redundancy, FHRP, and SSO

1.2   Analyze design principles of a WLAN deployment

1.2a Wireless deployment models (centralized, distributed, controller-less,                    
controller-based, cloud, remote branch)

1.2b Location services in a WLAN design

1.3   Differentiate between on-premises and cloud infrastructure deployments
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Blueprint Verbs

Describe/Explain

Compare/Differentiate

Configure/Interpret

Diagnose/Troubleshoot

Depth of Knowledge
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Implementing Cisco Enterprise Network Core 
Technologies (350-401) 
Exam Blueprint

Domain / Weight

Six major areas of knowledge

1. Architecture 15%

2. Virtualization 10%

3. Infrastructure 30%

4. Network Assurance 10%

5. Security 20%

6. Automation 15%
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Types of questions

Multiple 
choice

Drag and 
drop

Labs

BRKCRT-2008 13



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

1.1 Explain the different design principles used in an enterprise network 

1.1.a Enterprise network design such as 2 Tier, 3 Tier, and Fabric Capacity 
planning 

1.1.b High availability techniques such as redundancy, FHRP, and SSO 

1.2 Analyze design principles of a WLAN deployment 

1.2.a Wireless deployment models

1.2.b Location services in a WLAN design 

1.3 Differentiate between on-premises and cloud infrastructure deployments 

1.4 Explain the working principles of the Cisco SD-WAN solution 

1.4.a SD-WAN control and data planes elements 

1.4.b Traditional WAN and SD-WAN solutions 

1.5 Explain the working principles of the Cisco SD-Access solution

1.5.a SD-Access control and data planes elements 

1.5.b Traditional campus interoperating with SD-Access

Tasks

Domain 1: 
Architecture
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Multiple Choice “Explain” 

1.4 Explain the working principles of
the Cisco SD-WAN solution 

1.4a SD-WAN control and data 
planes elements

Which protocol does Cisco SD-WAN use to 
measure link quality?

A. RSVP

B. OMP

C. IPsec

D. BFD

QuestionTask
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Bidirectional Forwarding Detection (BFD)

• Protocol used to measure path liveliness and 
quality

• Up/Down, loss/latency/jitter, IPSec tunnel MTU

• Runs between all vEdge and vEdge Cloud 
routers in the topology

• Inside IPSec tunnels

• Automatically invoked after each IPSec tunnel 
establishment

• Cannot be disabled

• Uses hello (up/down) interval, poll (app-aware) 
interval and multiplier for detection

• Fully customizable per-vEdge, per-color

vEdge vEdge

vEdge

vEdge vEdge

BRKCRT-2008 17



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Multiple Choice “Explain” 

1.5 Explain the working principles of
the Cisco SD-Access solution 

1.5a SD-Access control and 
data planes elements

QuestionTask

Which control plane protocol is used for 
mapping and resolving endpoints in a Cisco 
SD-Access fabric?

A. DHCP

B. VXLAN

C. SXP

D. LISP
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Control Plane based on LISP

LISP Map Server / Resolver
(Control-Plane)

• EID to RLOC mappings

• Can be distributed across
multiple LISP devices

LISP Tunnel Router - XTR
(Edge & Internal Border)

• Register EID with Map Server

• Ingress / Egress (ITR / ETR)

LISP Proxy Tunnel Router - PXTR
(External Border)

• Provides a Default Gateway 
when no mapping exists

• Ingress / Egress (PITR / PETR)

• EID = Endpoint Identifier

• Host Address or Subnet

• RLOC = Routing Locator

• Local Router Address

Prefix   Next-hop
w.x.y.1 e.f.g.h
x.y.w.2 e.f.g.h
z.q.r.5 e.f.g.h
z.q.r.5 e.f.g.h

Non-LISP

RLOC Space

EID        RLOC
a.a.a.0/24 w.x.y.1
b.b.b.0/24 x.y.w.2
c.c.c.0/24       z.q.r.5
d.d.0.0/16 z.q.r.5

EID        RLOC
a.a.a.0/24 w.x.y.1
b.b.b.0/24 x.y.w.2
c.c.c.0/24       z.q.r.5
d.d.0.0/16 z.q.r.5

EID        RLOC
a.a.a.0/24 w.x.y.1
b.b.b.0/24 x.y.w.2
c.c.c.0/24       z.q.r.5
d.d.0.0/16 z.q.r.5

EID Space

Control-Plane

EID Space

Edge

Edge

Border
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Cisco Press
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Cisco Live 
On-Demand 
Library
(www.ciscolive.com)
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2.1 Describe device virtualization technologies 

2.1.a   Hypervisor type 1 and 2 

2.1.b   Virtual machine 

2.1.c   Virtual switching 

2.2 Configure and verify data path virtualization technologies 

2.2.a  VRF 

2.2.b  GRE and IPsec tunneling 

2.3 Describe network virtualization concepts 

2.3.a   LISP 

2.3.b   VXLAN 

Tasks

Domain 2:

Virtualization

BRKCRT-2008 22



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive BRKCRT-2008 23



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

Multiple Choice “Configure”

Question

Task

Which configuration is required on R1 to 
configure a GRE tunnel between R1 and R2?

2.2    Configure and verify data path 
virtualization technologies

2.2.b GRE and IPsec tunneling
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A. interface Tunnel1
ip address 192.168.5.1 255.255.255.0
tunnel source GigabitEthernet0/0
tunnel destination 209.165.200.229

B. interface Tunnel1
ip address 192.168.1.2 255.255.255.0
tunnel source GigabitEthernet0/0
tunnel destination 209.165.200.230

Which configuration is 
required on R1 to configure 
a GRE tunnel between R1 
and R2?

C. interface Tunnel1
ip address 209.165.200.225 255.255.255.252
tunnel source GigabitEthernet0/0
tunnel destination 209.165.200.229

D. interface Tunnel1
ip address 192.168.1.1 255.255.255.0
tunnel source GigabitEthernet0/0
tunnel destination 172.16.1.1
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Cisco e-Learning (Self Paced Training)

➢ Single 
Offerings

➢ Subscriptions
➢ Bundles
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ENCOR 

Blueprint 
structure

Hands-on Labs
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Lab help
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Lab help
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World of Solutions Walk-In Labs

• LABCRT-2452 CCNP ENCOR 
Core Enterprise Network Technologies Practice Lab

• LABCRT-2464
Troubleshoot like a CCNP Practice Lab

• LABCRT-2460 CCNP ENARSI
Implementing Cisco Enterprise Advanced Routing and 
Services Practice Lab 
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Tasks

Domain 3:

Infrastructure

3.1 Layer 2 

3.1.a Troubleshoot static and dynamic 802.1q trunking protocols 

3.1.b Troubleshoot static and dynamic EtherChannels

3.1.c Configure and verify common Spanning Tree Protocols 
(RSTP and MST) 

3.2 Layer 3 

3.2.a Compare routing concepts of EIGRP and OSPF

3.2.b Configure and verify simple OSPF environments, including 
multiple normal areas, summarization, and filtering

3.2.c Configure and verify eBGP between directly connected 
neighbors

3.3 Wireless 

3.3.a Describe the main RF signal concepts
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Labs

Configure

Diagnose

Troubleshoot

Construct
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Task Question

3.2 Layer 3

3.2.b Configure and 
verify simple OSPF 
environments
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Task Question

3.1 Layer 2

3.1.b Troubleshoot static 
and dynamic EtherChannels
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DevNet Sandbox
Cisco Modeling Labs Demo

https://developer.cisco.com

or
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Tasks

Domain 4:

Network 
Assurance

4.1 Diagnose network problems using tools such as debugs, 
conditional debugs, trace route, ping, SNMP, and syslog 

4.2 Configure and verify device monitoring using syslog for remote 
logging 

4.3 Configure and verify NetFlow and Flexible NetFlow 

4.4 Configure and verify SPAN/RSPAN/ERSPAN 

4.5 Configure and verify IPSLA 

4.6 Describe Cisco DNA Center workflows to apply network 
configuration, monitoring, and management 

4.7 Configure and verify NETCONF and RESTCONF 
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Multiple Choice “Describe”

QuestionTask

How does Cisco DNA Center perform a 

network discovery?

A. Through a network scan

B. Through a DHCP server

C. Using CDP with a seed address

D. Using SNMP

4.6 Describe Cisco DNA Center 
workflows to apply network 
configuration, monitoring, and 
management 
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dCloud Cisco DNA Center Demo 
(dcloud.cisco.com)
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Tasks

Domain 5:

Security

5.1 Configure and verify device access control

5.1.a Lines and password protection

5.1.b Authentication and authorization using AAA

5.2 Configure and verify infrastructure security features

5.2.a ACLs

5.2.b CoPP

5.3 Describe REST API security

5.4 Configure and verify wireless security features

5.4.a EAP

5.4.b WebAuth

5.4.c PSK
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Tasks

Domain 6:

Automation

6.1 Interpret basic Python components and scripts

6.2 Construct valid JSON encoded file

6.3 Describe the high-level principles and benefits of a data modeling 
language, such as YANG

6.4 Describe APIs for Cisco DNA Center and vManage

6.5 Interpret REST API response codes and results in payload using 
Cisco DNA Center and RESTCONF

6.6 Construct EEM applet to automate configuration, troubleshooting, 
or data collection

6.7 Compare agent vs. agentless orchestration tools, such as Chef, 
Puppet, Ansible, and SaltStack
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Drag-and-Drop “Construct”

Task

Question
Drag and drop the code snippets onto the blanks in 
the Python script to convert a Python object into a 
JSON string. 

json.dumps

json

json_string

6.2 Construct valid JSON encoded file

A
.
B.

C.
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DevNet
Learning Labs
https://developer.cisco.com
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DevNet Video Courses
https://developer.cisco.com
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Community - Study groups
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Questions?
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with 
Cisco Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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