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What were you doing
when ... ?

Demo
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ThousandEyes is ...

- Monitoring
- Digital Experience Monitoring (DEM)
- Visibility (in your SASE environment)

- Experience Insights (in Cisco Secure Access)
- Observability (in your Full Stack Observability)

c 1 SCO M-/ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Multi-vendor

Cisco

ThousandEyes is Network Assurance

CORE NETWORK

SD-WAN / WAN
VPN (HEADEND)

HYBRID WORK

COLLABORATION

SAAS APPS

WIFI

SECURE ACCESS

Cisco Webex
Cisco Secure Client

Meraki Duo

cisco Li/&/

ACCESS

Meraki SD-WAN
Catalyst SD-WAN

Catalyst Switching

SASE
SD-WAN
INTERNET / SP

Meraki SD-WAN

Catalyst SD-WAN

HYBRID CLOUD

DC SWITCHING

DC ROUTING

CLOUD SERVICES

CLOUD NETWORK

Cisco Nexus

Multicloud Defense

BRKENT-1656

Cisco AppDynamics

One experience
One Ul

One instance for
organization-wide
use cases

FSO

OPENTELEMETRY

Team-specific
views + common
operational language
to collaborate and
share information

Vendor-neutral and
seamless with Cisco
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Why do you need Network Assurance?

Is

YOU
CAN

READ THIS,

Y O U PROBABLY
Do N_ T NEED

c ! sco M- BBBBBB -1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Why do you need Network Assurance?

Houston, we
have a problem

Employee
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Problem Landscape: Application Provider

Guhge Detected (1 node)

Chicago, US | o !

San Francisco, US
Tokyo, JP - <: -
Sao Paulo, BR
London, UK @

Customer / User

Is it my CDN
Provider?

Which Customers

are affected?

Is it my DNS
Provider?

Internet

Website / Application
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Problem Landscape: Branch Office

Which Employees

are affected? Is it my SD-WAN / MPLS

Connection?

Outage Detected (1

Chicago, US
San Francisco, US

Tokyo, JP —_ —< |

Is it the SaaS
Application?

Sao Paulo, BR

London, UK

Is it the
enterprise
LAN?

Is it a Transit
Provider?

salesforce m

webex

by CISCO

p

HQ / Branch / Hybrid Worker

Internet

Is it the Cloud
Provider?

. aws

/AAzure

)
Website / Application
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Problem Landscape: Remote Worker

Is it the
transit ISP?
r—————CISCO SECURE ACCESS —
o
00 g
K 54
DNS Secure web Cloud access
Public / private apps security gateway security broker
i : (CASB)
DNS / HTTP / HTTPS ° SSO .
Public cloud/
- © —— Duo SaaS
Adaptive Device posture Behavior Clientless Is it the SaaS
AnyConneCt MFA and health analytics remote access app?

Network gateway
Web apps/SSH

Optional

Is it the home -0 On-prem apps
network? All ports / protocols

Is it the
Application?

Is it the VPN

Gateway?
Internet
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ThousandEyes Network Assurance

0365 Availabllity Salesforce Availability Google Availability Umbrella Availability

Application o o 0% 0
avallablllty 1 oo%l\dean 1 Oo%Mean 98-33%Mean 1 oo%Mean

DNS Avallabllity Service

1 00 %l availability

DNS — Avallability
2 Tests « All Agents * 1 hour

Web - HTTP Server — Availability Web - HTTP Server — Availability Web - HTTP Server — Availability Web - HTTP Server — Availability
1 Test « All Agents + 1 hour 1 Test = All Agents = 1 hour 1 Test - All Agents « 1 hour 1 Test - All Agents * 1 hour

Location Overview L Perfor -HTTP ponse Time
Web - HTTP Server — Availability - 1 hour Web - HTTP Server — Total Time « 1 hour
Ljubljana Office (885585 Ljubljana Office EZX7T) Per-office

Per-office
availability

performance

100
‘Outiook - Umbrella

100 100 98.33
Umbrella Salesforce - Umb... Google - Umbrella

233.67 182.32 65.31
Outlook - Umbrella Google - Umbrella Umbrella

Location Performance - SaaS HTTP Total Time Location Performance - Umbrella Latency f « JETTRN S
Web - HTTP Server — Total Time + 4 hours Network - Agent to Server — Latency + Umbrella - 4 hours
— Google- U... — Outiook-... — Salesforce ... — Umbrelia — Ljubljana Office Umbrella

P performance

Application
performance

o o
13:30 14:00 14:30 15:00 15:30 16:00 16:30 17-:00 13:30 14:00 14:30 15:00 15:30 16:00 16:30 17-00
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Network Assurance Must Be Actionable

When service degradation occurs, quickly identify where the problem is.

24h 7d 14d Office 365 HTTP Response Time from LJ Office I Average Response Time
‘ ‘ 830 ms.
| ﬂ Increase in the service response time
1ms
16:45 17:00
24h 7d 14d Office 365 Network Latency from LJ Office 1) Average Latency
135 ms
@ Due to an increase in network latency
1 ms
2an 74 140 Umbrella Network Latency from LJ Office 0 wverage Lateney ot ~tops
! . ) . Node in Destination Network -
Service degradation 6 nodes in Microsoft Corporation (AS 8075); Bilbao, Spain
due to a network path "
change in SaaS DSCP Best Effort (DSCP 0)
provider network
Avg. R 249.3
6 Caused by a network path change vg- Response m
Local network Umbrella
Ljubljana Office HE ' BN I ' [ ] [ ] ] sharapoint.com
Privata Matwork penDNS, LLC (AS 36802 | Unknown erosoft 0 (AS BOTS) Microsaft _n (AS B0TS) Microsaft __n [AS BOTS)
Ljubljans, Slovenia Frankfurta..n, Germally | Frankfurt a..n, Germany | Fifankfurt a...n, Germany Paris, France Bilbao, Spain
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Network Assurance Decreases Your MTTR/I
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Network

assurance

noun “ Assurance
as-sur-ance a--shur-an(t)s g ' giveS you
| “ Conﬁdence

confidence of mind or manner

BRKENT-1656


https://www.merriam-webster.com/dictionary/noun
https://www.merriam-webster.com/dictionary/assurance?pronunciation&lang=en_us&dir=a&file=assura01

ThousandEyes Use-cases

HH

Deliver stellar Keep workers connected and Optimize and sustain
digital experiences enjoying seamless app the flow of your digital
to customers performance supply chain

c 1 s CO W~/ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



ThousandEyes Use-cases

You are an online service
provider (retail, bank, Saas, ..)

Your customers are everywhere.

You monitor your applications
and APls.

cisco L{V&/

Your workers rely on business-critical You own your network infrastructure, but also
applications while working from anywhere. rely on Cloud, SD-WAN and SSE.
You monitor the applications your employees You monitor the network between your
use, on-prem or in the cloud. campus, branch offices, DCs and multi-cloud.

BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21




ThousandEyes Cisco Integrations

Full Stack Observability
(FSO)

ThousandEyes insights integrated
into AppDynamics Dash Studio

Open Telemetry

\) APPDYNAMICS

part of Cisco

L
cisco L{V&/

Hybrid
Work

Cisco
Networking

ThousandEyes delivers Experience Insights to

ThousandEyes embedded in Cisco SD-WAN,
Cisco Secure Access

Catalyst 9000, Meraki MX, ... platforms

Automatic monitoring for Webex sessions Simple, scalable agent admin through device

management platforms
ThousandEyes insights in Webex Control Hub 9 P

Ciscog

webex

ol l lol I I+ Enterprise
CISCO Networking

SINIT
CISCO

Cisco Secure Access

+ +
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How Do We Do [t7

i Application
LAN
_;

Remote
worker

Internet

5.
AN

- We generate our own synthetic traffic « No packet captures

(Cloud, Enterprise and Endpoint Agent) L
« No flow monitoring

« We passively gather data from the client
(Endpoint Agent)

« We passively gather data from network
devices (Device Layer)

c 1 sco M- BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



ThousandkEyes Agents

®

Cloud Agents Enterprise Agents
- Installed in 268 cities and - Install them in your offices
66 countries around the « On Cisco devices, as
world VVMs, Docker
« Broadband ISPs containers, Intel NUC
- Cloud providers (AWS, appliances
Azure, GCP, Alibaba) - Perform active application
« Webex DCs and network performance
monitoring

CIS CO BRKENT-1656

e

Endpoint Agents

« Install them on your
employees’ computers
(Windows & macQOS)

- Perform active application
and network tests

« Passively collect
performance data (WiFi
metrics, CPU, ...)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Customer Digital
Experience
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Demo

Customer Digital Experience
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Cloud Agents

- They are as close to your real users experience as possible

 Installed in 268 cities and 66 countries around the world

- Broadband ISPs
- Cloud providers (AWS, Azure, GCP, Alibaba)

- Webex data centers
- Mobile edge compute (AWS Wavelength)

c 1 SCO M-/ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Workforce
Digital
Experience
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Demo

Workforce Digital Experience
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Endpoint Agent

- Install it on your employees’ computers (Windows & macOS)
- Manual, Group policy or Managed Software Center
- Standalone or as Cisco Secure Client module

- Performs active application and network performance tests
. Passively collects performance data (WiFi metrics, CPU, ...)
- Detects and monitors VPNs, proxies

- Follows the employee wherever he works from
- Work from home, office, anywhere

Cisco M-/ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Endpoint Agent & Cisco Secure Access

- Endpoint agent is an important component of Cisco Secure Access
Experience Insights

« Comes for free with Cisco Secure Access, albeit not with full
functionality (Experience Insights license)

- It’s a start (general availability less than a month ago)
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Enterprise Digital
Experience
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Demo

Enterprise Digital Experience
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Enterprise Agent

- Install it in your office in user VLAN
- Cisco Catalyst 8000, Catalyst 9000, ISR 4000 and Meraki MX Series
- VM, Docker, Intel NUC, Raspberry Pi
- Install on whatever available, Cisco devices give you no visibility
advantage
- Performs active application and network performance tests

- Performs complex Web application testing (incl. SSO)
- Can test VPN and SD-WAN underlay

- Provides constant baseline regardless if there are any active users

Cisco M-/ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34




Enterprise Agent Deployment Matrix

Virtual Appliance Yes Yes
Docker Yes Yes
Linux package (Ubuntu, RHEL) Yes Yes
Cat 9300, Cat 9400 Yes, with SSD Yes
Cat 8200, Cat 8300, ISR 4000, ASR 1000, ISR 1100X-6G No No
Meraki MX No No
Nexus 9000 No No
Physical Appliance on Intel NUC Yes Yes
Physical Appliance on Raspberry Pi No Yes

Cisco L‘V&~/ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



| Want More
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Internet Insights

- Internet insights provide network and SaaS app outage detection at
Internet scale

- Visibility into network outages that disrupt your global SD-WAN mesh

- Visibility into SaaS application outages, and its scale and geographic
scope

- Eliminates unnecessary troubleshooting cycles
- Package licenses (per region / service provider type)

c 1 S co M./ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Device Layer

- Device layer provides visibility into performance of your internal
network devices by gathering network device topology

- Good old SNMP
- But still very useful to get that insight into Layer 2

- Free of charge

Cisco M./ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



WAN Insights

- Applies statistical models to Catalyst Analytics path metrics
- Provides network forecasts and SD-WAN policy recommendations
- Optimizes user experience across enterprise sites

- If you have Catalyst Analytics, you’re already eligible to use it!

cisco L{{@/
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Licensing
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Licensing

* 1 HTTP test 5-min interval on EA: 23 units / month
) AR Test usage based, linear | + 1HTTP test 5-min interval on CA: 45 units / month

Enterprise Agents « 1 HTTP test 10-min interval on CA: 23 units / month
. e 500 active EPAs -> 500 EPA licences
Endpoint Agent Agent based . 3 license tiers
* Al ISPs in North America
Internet Insights Per Region / Provider + All CDNs in EMEA
 Allin
Device Layer Free

Free with Catalyst

WAN Insights Analytics

c 1 SCO M./ BRKENT-1656 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Thousandkyes Endpoint Agent Licences

Buying Motion Separate purchase | Separate Included in Secure Access
purchase

Data Retention 30 days 14 days 4 days

Browser session Yes Yes No

monitoring

Synthetic tests 10 dynamic and 4 dynamic and 1 dynamic test, 1 scheduled
scheduled tests scheduled tests test to SSE Cloud
(mix and match) (mix and match) infrastructure

Local network tests Included Included Included

Machine metrics “Top 5” “Top 5” “Basic”
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Recap
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Recap

Customer Workforce Enterprise

Your Apps Your People Your Infrastructure
You are an online service Your workers rely on business-critical You own your network infrastructure, but
provider. Your customers are applications while working from anywhere. also rely on Cloud, SD-WAN or SSE.
everywhere. . . .

Utilize Endpoint Agents to monitor your Utilize Enterprise Agents to monitor your

Utilize Cloud Agents to monitor employees digital experience when using network infrastructure and 3™ party
your online services from over business-critical applications wherever service providers from your offices and
400 locations around the world. they work from. data centers.

Utilize Internet Insights for global network
and SaaS app outage detection.

Utilize Device Layer to gain visibility in the
performance of your Layer 2 network.
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