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• First member of OpenDNS research team

• Threat and Cybercrime research at scale, Graph data analysis

• Supporting LEAs in fighting cybercrime

• International and keynote speaker: Black Hat, Defcon, FloCon, FIRST, KPMG i4
forum,
FS-ISAC, RSA, Europol-INTERPOL conference, GartnerSEC UK, RIPE

@DhiaLite

Who am I?



Agenda
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• Global visibility, threat detection at scale, threat intel

• Classes of threat problems to solve with ML

• Various use cases: NLP, graph analysis, anomaly  
detection, clustering

• Takeaways

• Q&A

Agenda
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Introduction

© 2020 Cisco and/or its affiliates. All rights reserved.TLP AMBER : content to use inside your organization and not to share outside



36 POPs – 11 in Europe

20 Countries

Online

Data centers co-located at major IXPs
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Recursive and Authoritative DNS
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YOUThreats

Internal  
Feed:

Security controls

▪ Firewall, IDS/IPS  
other network
security

▪ Web security/proxy
▪ Endpoint security  

(AV, EDR, VPN, etc.)

Network  
Infrastructure
▪ Routers/switches
▪ Domain controllers
▪ Wireless, Access pts

SIEM

TIP

Threat IntelligenceExternal Feed:

▪ Domain ownership
▪ Relationships with IPs and ASNs
▪ Passive DNS
▪ WHOIS record data
▪ Co-occurrences
▪ Reputation scores

Day in the life of a SOC
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Scale  

Automation  

Efficacy  

Context

Our threat intel production cycle
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IP BGP

SSL WHOIS

HASH WEB

DNS

ETC

Enforcement

Intelligence

DOMAIN

IP

Live DGA prediction

Anomaly detection

Newly seen domains  

Spike rank model

Predictive IP

Predictive IP space  

monitoring

Graph-based

Co-occurrence model

fgpxmvlsxpsp.me.uk  

hsjnkhqxqiox.com

Botnet

Crimeware

Exploit Kit

Phishing

Ransomware

Spam

Trojan

Cryptojacking

Threat Detection at Scale

Patterns and behaviors
Raw data

Lexical

Threat types Deliverables
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3 Classes of ML algos to solve threat detection

Malvertising

Phishing

Cryptomining  
pools

DGA botnets

Cybercrime
goods and
services

Crimeware

NLP/Clustering Graph analysis Anomaly detection

DNS tunneling
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To attacker From attacker bidirectional

Attacker controls an authoritative name server

Data transfer direction
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Ocean Lotus
PlugX

Tunnelguru

Iodine

yourfreedom

Win32.Denis Wekby

Razy trojan

dns2tcp

Cobalt Strike

and more

Malicious Legit or undesirable tools

dnscat2

DNS Tunneling in the wild
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100 UK orgs  
surveyed in  

2017
21% impacted  

by data exfil via  

DNS tunneling*

*https://www.infosecurityeurope.com/ novadocuments/445880?v=636554279131430000

Less than 1% of global traffic

Ocean Lotus
PlugX

DNS Tunneling stats
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▪ T1071 -> Standard Application Layer Protocol

DNS Tunneling and ATT&CK
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Groups Software Abused DNS QTypes

Cobalt group Cobalt Strike NULL  

A  

AAAA  

TXT

etc.

OceanLotus/APT32 Denis  

SOUNDBIT

E

Goopy

OilRig ISMDoor  

ISMAgent  

Helminth  

ALMA

Multiple Chinese APT  

groups

PlugX

Darkhydrus RogueRobin Google Drive

DNS Tunneling and APT groups
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Lexical feature selection and Clustering

▪ Interested in lexical features of subdomains

– Subdomains contain the ‘payload’ of the message

▪ Look at the following feature sets:

– Number of subdomains

– Length of subdomains

– Number of consecutive numeric characters

– Existence of particular trigrams

– Frequency of switching between numbers and characters

– Compressibility of feature sets



- A cluster containing many Ocean 
Lotus  domains

- The payload contained in the 2nd 
level  subdomain

- Not necessarily all malware

Cluster: Ocean Lotus/APT32

© 2020 Cisco and/or its affiliates. All rights reserved.TLP AMBER : content to use inside your organization and not to share outside



▪ Cluster contains malware 
and  benign tunneling
– PlugX

▪ Similar tunneling 
encoding  structure

▪ Example of how clustering
does not cleanly split 
into  groups

Cluster: PlugX and Benign Traffic
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OilRIG group, ALMAcommunicator
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Malvertising

Phishing

Cryptomining  
pools

DGA botnets

Cybercrime
goods and
services

Crimeware

NLP/Clustering Graph analysis Anomaly detection

DNS tunneling

3 Classes of ML algos to solve threat detection
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Compromised Ad Net.

User visits publisher site

Publisher site includes ad network javascript

Ad network fingerprints and sends user to  
malvertisement

Examples:

Tech support scam  
Rig Exploit Kit

Fake flash/java update

Publisher Site

Compromised Ad Net.

Ad campaign flow
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Tech Support Scams
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Fake Flash and Java Updates
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Lexical Clustering
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Fake Flash and Java Updates
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Known Keywords UnKnown  
Keywords

safe

build

click

content

free

apple

Synonyms  
Typos

Regular expressions
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grep “*.fake.*”

Regular expressions
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Traffic patterns
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Look for burst in traffic

Traffic patterns
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Trigram host name

contentfreeandsafe4update

{‘con’, ‘ont’, ‘nte’, ‘ten’, ‘ent’, …, ‘ate’}

Shingling Fake Java and Flash Updates
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Trigram host name

contentfreeandsafe4update

{‘con’, ‘ont’, ‘nte’, ‘ten’, ‘ent’, …, ‘ate’}

MinHash  

LSH

Shingling Fake Java and Flash Updates
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contentfreeandforupdate

content4freeandsafeupdate

3 Domains with a  
lot of shingles in  

common

contentfreeandsafe4update

con tent fre and saf dat

Locality Sensitive Hashing Fake Flash
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Results
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cluster_1:  

goodnewcontentssafe.download  

goodnewfreecontentsload.date  

goodnewfreecontentall.trade
...

cluster_3:  

artificialintelligencesweden.se  

artificialintelligencechip.com  

artificialintelligence.net.cm

...

cluster_2:

call-mlcrosoftnw-err81711102.win

call-mlcrosoftnw-err99817109.win

call-mlcrosoftnw-err81711101.win
...

cluster_4:

mkto-sj220048.com

mkto-sj220146.com

mkto-sj220162.com

...

Fake Flash and Java Update lexical clustering
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Tagging dashboard
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Malvertising

Phishing

Cryptomining  
pools

DGA botnets

Cybercrime
goods and
services

Crimeware

NLP/Clustering Graph analysis Anomaly detection

DNS tunneling

3 Classes of ML algos to solve threat detection
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icloud-update-usa.com

windows-update-usa.com

icloud-install-usa.com  

icloud-update-now.com

icl clo lou oud ud- d-u -up upd pda

win ind ndo dow ows ws- s-u -up upd icl

clo lou oud ud- d-i -in ins sta icl clo

lou oud ud- d-u -up upd pda

Newly seen domains - Lexical clustering w/ LSH
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Malvertising

Phishing

Cryptomining  
pools

DGA botnets

Cybercrime
goods and
services

Crimeware

NLP/Clustering Graph analysis Anomaly detection

DNS tunneling

3 Classes of ML algos to solve threat detection
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Graph
Partitions/Propagation
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Hosting IPClient IP

90 Million

100+

Million
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IP

IP

IP

Machine, chattiness

D

D

IP

D

For every 1 hour of traffic, we define:

• Chattiness: # unique domains a machine queries
• Popularity: # unique machines that queried the

domain

• amplify domain/ip chattiness/popularity
nbdayspast

• Pivot through domains and machines by keeping 
a  threshold of chattiness and popularity

Domain, popularity

Amplifying signals through seeds
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IP

IP

IP

Machine, chattiness

D

D

D

IP

goldendumps.cc

jstash-bazar.store

Domain, popularityMachine, chattiness
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Pivot from jstash-bazar.store, jstashbazar.link, jstash-bazar.link, jstash03.link -> other  
cybercrime sites

amplify.sh dom jstash_list 100 10 [degree = 100, 10 days]

-Carding/dump shops: gocvv.biz, mastercvv.ru, cardmafia.cc, cardmafia.pw,  
cardmafia.ws, cardx.biz, cardx.ws, dumpswithpin.ru, goldendumps.cc, realdumppin.biz,  
trump-dump.bz, trump-dump.ru

-Cybercrime forums: gofuckbiz.com, bhf.io

-Anonymous vpn, proxy, socks: anonymous-vpn.biz, dblvpn.net, doublevpn.com,  

5socks.net, isocks.pro, luxsocks.ru, rsocks.net, proxy6.net

Amplifying signals through seeds
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Pivot from viruscheckmate.com -> other crimeware sites

amplify.sh dom viruscheckmate 100 10 [degree = 100, 10 days]

ifud.ws

vkpro.biz  
valid-vk.ru  
hackway.s
u  
buyaccs.or
g  
mybot.su
buyaccounts-
market.com  b-p.sale

shieldcrypter.com

Amplifying signals through seeds
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Machines
Domains

IP

IP

IP

D

D

D

IP

Time
window

Edge in the co-occurrence graph

● The closer in time, the higher 

the  co-occurrence score

● The more clients exhibiting 

this  behavior, the higher the

score

Co-occurrences

Patended
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● Domains having similar topic, e.g. security sites, hacking, carding sites
- Visited by users with related interest

● Example: first.org

● Botnet CnC domains, e.g. DGAs
● Infection chains: compromised sites -> Exploit kit landing domains

Co-occurrences
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● carderland.com – carding site

● izzvbczwk.info

● cashback.bazar

Co-occurrences
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● carderland.com

● izzvbczwk.info – Pykspa malware

● cashback.bazar

Co-occurrences
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● carderland.com

● izzvbczwk.info

● cashback.bazar – carding site

Co-occurrences
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• Blockchain DNS is even more 
decentralized  than current DNS

• Does not depend on registrars, registries,
root DNS servers, regular DNS hierarchy

• Namecoin and emercoin blockchains
• DNS managed by the p2p network of

the  underlying blockchain

OpenNIC  
resolvers

Namecoin
Emercoin
blockchains

• Mapping domain->hosting IPs is tamper-
proof

• Countering censorship and domain take
down

Blockchain and DNS

© 2020 Cisco and/or its affiliates. All rights reserved.TLP AMBER : content to use inside your organization and not to share outside



.bazar

.coin

.emc

.lib

.bit
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dig @185.121.177.177 1pass.bazar
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● carderland.com

● izzvbczwk.info

● cashback.bazar

Co-occurrences
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Malvertising

Phishing

Cryptomining  
pools

DGA botnets

Cybercrime
goods and
services

Crimeware

NLP/Clustering Graph analysis Anomaly detection

DNS tunneling

3 Classes of ML algos to solve threat detection
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Known Bad  
Domains

Unknown  
Domains

Clients

Bipartite Graph – subgraph clustering of query volume using LSH
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Malvertising

Phishing

Cryptomining  
pools

DGA botnets

Cybercrime
goods and
services

Crimeware

NLP/Clustering Graph analysis Anomaly detection

DNS tunneling

3 Classes of ML algos to solve threat detection
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• Track domains with consistent high volume traffic

• Coefficient of variation: standard deviation / mean

• Track when it’s close to zero

Anomaly detection with global traffic analysis
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Associated malware samples and co-occurrences
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• Top European  
countries  
communicating 
with  cryptomining
pools
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Malvertising

Phishing

Cryptomining  
pools

DGA botnets

Cybercrime
goods and
services

Crimeware

NLP/Clustering Graph analysis Anomaly detection

DNS tunneling

3 Classes of ML algos to solve threat detection
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Predator the Thief
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AZORult
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Lokibot
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• Identify threats such as malware panels, malware C2s,  
ransomware, malspam, phishing domains from recursive DNS
traffic

• Observation: these threat domains always show a spike in traffic

• Examine traffic logs for possible signals

Anomaly detection with global traffic analysis 
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Domain QTYPE RCODE Resolvers # of unique IPs

1 – A
15 – MX
28 – AAAA
16 – TXT
99 – SPF

255 – ANY

0 Resolving List of resolvers

Recursive DNS features
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Inherent
• DNS query trends
• Diversity of clients 

across  geography 
and IP space

• DNS query volume
• Query types
• Number of querying IPs
• Distribution of queries 

across  resolvers

Assigned

• Lexical
• DGA setup
• Hosting
• Registration

Harder to obfuscate and change by actors at global scale

Taxonomy of DNS features
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Spike detection Domain History Filter
Domain Records  

Filter

Random Forest

Exploit kits  
Phishing  

DGA
Fast flux CnCs  
Fake software

Pivot around IPs, prefixes,  
ASNs, hoster, registrant to  

enrich Technical  
Intelligence

Extra malware  
domains and IP  

ranges

Training sets

Patended

Spike Detection Pipeline
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Exploit kits DGA

Phishing Malware C2s Ransomware

Detected Threats
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Dealing with large scale threat intel problems, you need to:

• Know your requirements: what are you looking for?
• Know what to collect

• Know how to store and process the data at scale

• Know what analysis to apply: human or machine based at  

scale or a combination

• Before applying AI/ML, know your data, problem and features

• What is your final product: discrete IOCs, or trends and TTPs

Takeaways
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• FIRST 2018 https://www.first.org/resources/papers/conf2018/Mahjoub-Dhia_FIRST_20180712.pdf
• Hack in the Box 2018 https://youtu.be/co2cvi_5FIc
• SANS CTI Summit 2018 https://www.sans.org/summit-archives/file/summit-archive-1517343456.pdf
• Flocon 2018 https://schd.ws/hosted_files/flocon2018/d7/2.%20FloCon%202018_.pdf
• https://schd.ws/hosted_files/flocon2018/16/2.%20Flocon_2018_Thomas_Dhia_Jan_10.pdf
• Virus Bulletin 2017 https://www.youtube.com/watch?v=sbzvZ8ChTiU
• Defcon 2017 https://www.youtube.com/watch?v=AbJCOVLQbjs
• Black Hat 2017 https://www.youtube.com/watch?v=PGTTRN6Vs-Y&feature=youtu.be
• Usenix Enigma 2017 https://www.youtube.com/watch?v=ep2gHQgjYTs&t=818s
• Black Hat 2016 https://www.youtube.com/watch?v=m9yqnwuqdSk

• RSA 2016 https://www.rsaconference.com/events/us16/agenda/sessions/2336/using-large-scale-
data-to- provide-attacker

• BruCon 2015 https://www.youtube.com/watch?v=8edBgoHXnwg
• Virus Bulletin 2014 https://www.virusbtn.com/conference/vb2014/abstracts/Mahjoub.xml
• Black Hat 2014 https://www.youtube.com/watch?v=UG4ZUaWDXSs

Our Related Work
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Thank you

Dhia Mahjoub, dmahjoub@cisco.com,
@DhiaLite
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